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ABSTRACT

In the digital economy, the security of Cyber-Physical Systems (CPSs) is paramount. Despite the deployment of
various Intrusion Detection Systems (IDSs) in industrial CPSs, the primary obstacles to the advanced research
include class imbalance, privacy gap, model homogenization, and arbitrary aggregation. Thus, in this paper, a
Permissioned Blockchain-enabled decentralized federated distillation Generative Adversarial Network (GAN),
namely PB-fdGAN, is proposed for Collaborative IDSs (CIDSs) in industrial CPSs. The novel Local Differential
Privacy (LDP)-external classifier GAN (ecGAN) addresses class imbalance and privacy concerns by integrating
label conditions into the latent space and using Wasserstein distance for stability in semi-supervised learning.
Additionally, a Decentralized Federated Distillation (DFD) scheme allows for collaborative model building
without data exchange, enhancing privacy and diversity. Moreover, a Quality of Service (QoS)-consortium
blockchain framework with a new QoS evaluation strategy ensures reliable and effective model aggregation. The
experimental evaluation demonstrates the high effectiveness of PB-fdGAN in detecting various types of cyber
threats and the superiorities over state-of-the-art IDS solutions.

1. Introduction

The burgeoning digital economy critically relies on the secure and
efficient operation of industrial Cyber-Physical Systems (CPSs), which
represent a synergy of computing, control, communication, and physical
processes. As foundational components in the rapidly expanding realms
of smart grids, autonomous transportation systems, and unmanned
factories, these systems are pivotal in advancing research and develop-
ment (Pivoto et al., 2021). They are not only essential for modern in-
dustrial operations but also act as key enablers in the digital
transformation of economies, integrating traditional sectors with inno-
vative technologies to enhance productivity and economic growth
(Mourtzis, 2023). Industrial CPSs, characterized by their large-scale,
distributed nature, embody the cooperative and heterogeneous spirit
of the Internet-of-Things (IoTs) within the industrial sector. By inte-
grating traditional industrial infrastructures with cutting-edge technol-
ogies such as 5G, software-defined networking, and artificial
intelligence, they facilitate an omnipresent perception of the environ-
ment, embedded computing, and networked communication and
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control (Cyber-Physical System, 2023). The robust architecture of an
industrial CPS, depicted in Fig. 1, consists of three primary layers: the
physical layer, equipped with numerous sensors and actuators for
environmental data acquisition and infrastructure interaction; the con-
trol layer, which processes this data and provides visual feedback to
operators; and the network layer, acting as the connective tissue be-
tween the cyber and physical realms to ensure the seamless flow of in-
formation. In an era where economic activities are increasingly
digitized, the security of these systems is not just a technical concern but
a vital economic imperative. Strengthening the resilience of industrial
CPSs against cyber threats is crucial for safeguarding the digital econ-
omy, ensuring the continuity of industrial operations, and maintaining
the trust that fuels digital commerce and innovation. As academia and
industry collaborate to enhance the capabilities of sensors and actuators
with advanced communication and data processing functions, ensuring
the cybersecurity of industrial CPSs is paramount for the evolution and
prosperity of the digital economic landscape (Salau et al., 2022).
Unsurprisingly, the enormous usefulness of industrial CPSs in
transportation networks, energy systems, and water/gas distribution
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Fig. 1. Generic architecture of industrial CPS.

networks has been stimulating adversaries to launch attacks on the
systems, and the rapid fusion of advanced networking and computing
technologies has dramatically expanded the threat landscape leaving
numerous potential vulnerabilities unattended. For instance, notable
incidents include the ransomware assault on Colonial Pipeline, which
led to a significant disruption in fuel distribution across the Eastern
United States, highlighting the imperative for robust cybersecurity de-
fenses in transportation networks (George et al., 2024). Another case in
point is the cyberattack on a water treatment facility in Florida, where
the potential for adversaries to manipulate chemical levels in the water
supply underscored the dire consequences of inadequate security mea-
sures (Cervini et al., 2022). The deployment of Intrusion Detection
Systems (IDSs) is one of the most important approaches to protect in-
dustrial CPSs against various threats, as it has the ability to detect both
internal and external attacks with high accuracy (Liang et al., 2020),
(Liang et al., 2021). In recent years, many studies have been conducted
for IDSs in industrial CPSs, focusing on the dual challenges of improving
IDS capabilities and fostering collaboration across systems for enhanced
security. This exploration has led to the enhancement of IDS frameworks
through the integration of signature-based and anomaly-based analyses,
alongside the adoption of avant-garde computational models aimed at
elevating the precision and efficiency of anomaly detection (Quincozes
et al., 2021)-(Keshk et al., 2019). Furthermore, research has explored
federated learning and blockchain technology to promote collaborative
IDS efforts and trust among systems (Belenguer et al., 2022)-(Aloqaily
et al., 2022). These innovative approaches signify a concerted effort
within the cybersecurity community to develop a more cohesive and
resilient defense mechanism against the evolving spectrum of cyber
threats targeting industrial infrastructures.

Even though various IDSs have been deployed in industrial CPSs,
most advanced works typically rely on limited and imbalanced datasets,
which are confined to individual industrial systems, failing to capitalize
on a broader, distributed data pool across various CPSs. The core bot-
tlenecks are attributable to unresolved challenges: i) Class imbalance
commonly exists in the well-known datasets, which significantly
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hindered the effectiveness of detecting anomalies; ii) Few efforts have
been made for privacy preservation gap, resulting in data becoming
siloed and leading to isolated data islands that cannot benefit from
collective insights; iii) The merging of homogeneous models trained on
heterogeneous datasets without nuanced integration strategies leads to
diminished detection capabilities. These critical challenges significantly
impede the efficacy of IDSs in industrial CPSs, yet there has been a
noticeable scarcity of initiatives aimed at mitigating these challenges. To
address these issues, a Permissioned Blockchain-enabled decentralized
federated distillation Generative Adversarial Network (GAN), called PB-
fdGAN, is proposed. The advanced technologies in PB-fdGAN for in-
dustrial CPSs not only strengthens their security but also promotes a
more interconnected and robust digital economy. By ensuring the reli-
ability and security of the digital infrastructure, PB-fdGAN plays a
pivotal role in fostering trust and enabling the seamless operation of
digital services, which are the backbone of modern economic systems.
The major contributions of PB-fdGAN are as follows:

e To deal with the restricted, imbalanced datasets of industrial CPSs, a
collaboratively adapted Local Differential Privacy (LDP)-external
classifier GAN (ecGAN) intrusion detection model is proposed for
semi-supervised classification, which is the first to develop External
Classifier (EC)-GAN with employing Wasserstein distance to provide
a smooth measure for stabilizing the gradient descent process and
conducting label condition as an extension into the latent space to
improve the classification performance. For preventing privacy
leakage in collaboration (or data island), the LDP technique is
leveraged by adding well-designed noise into the gradients during
the training process of LDP-ecGAN.

For overcoming model homogenization, a newly-designed Decen-
tralized Federated Distillation (DFD) collaboration scheme with
advanced compatibility and interoperability is presented for LDP-
ecGAN, which enables multiple CPSs collectively to build a
comprehensive intrusion detection model without directly
exchanging their sub-network flows and an isomorphic neural
network model. For the DFD collaboration scheme, the generator is
jointly trained by dispatching its generated data and leveraging the
feedback losses from the distributed discriminators for augmenting
the generation capability, while the classifier and discriminator are
updated based on the decentralized federated distillation protocol
that transfers knowledge among co-modelling participants without
sharing a template model for general applicability.

To combat the challenges of arbitrary aggregation, Quality of Service
(QoS)-Hyperledger Fabric (HLF) framework is crafted, which in-
corporates an innovative QoS evaluation methodology to quantita-
tively select the most effective intrusion detection models based on
certain criteria and performance metrics, favoring a performance-
weighted aggregation approach over the random amalgamation of
all candidate models. Additionally, the DFD collaboration scheme is
modeled as a flexible QoS mode in the QoS-HLF framework with
using Chain Codes (CCs) to ensure the automatic and reliable
execution of collaboration as agreed upon by all co-modelling par-
ticipants for defending against poisoning and membership inference
attacks.

The remainder of this paper is organized as follows. Section 2 delves
into related works, offering context and insights. In Section 3, the
background and preliminaries to this paper are provided. The collabo-
ration of PB-fdGAN, including LDP-ecGAN and the DFD collaboration
scheme, is explored in Sections 4. The newly designed QoS-HLF frame-
work is presented in Section 5. Section 6 demonstrates the experimental
results and theoretical analysis in detail. At last, Section 7 encapsulates
the findings and draws conclusions from this paper.
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2. Related works

Ensuring the security of industrial CPSs has emerged as a critical
concern, drawing considerable attention from the research community
in recent year. A pivotal challenge in this area is the presence of mali-
cious activities that can severely compromise the integrity and reli-
ability of these systems. In response, a significant volume of research has
been dedicated to developing IDSs tailored for industrial CPSs. These
efforts have primarily concentrated on two key branches as follows:

2.1. Improvement and application of IDSs

i) Universal IDSs: In (Quincozes et al., 2021)-(Khan et al., 2022),

Engineering Applications of Artificial Intelligence 135 (2024) 108862

can reliably identify the stealthy false data injection attacks on all the
nodes simultaneously. Similarly, a federated deep learning scheme,
named DeepFed, is proposed to detect cyber threats against indus-
trial CPSs in (Li et al., 2020a), and a general global detection model,
called EEFED, is designed for collaboratively improving the perfor-
mance of a single local model against cyberattacks in (Huang et al.,
2022). The most prominent issue faced by the state-of-the-art
FL-based IDSs is model homogenization (Li et al., 2020b). Employ-
ing the same IDS model across all CPSs leads to a loss of model di-
versity, poor model adaptability, and limited customization. ii)
Blockchain Technology: In addition to FL-based solutions, block-
chain and distribute ledger technology have been adopted to achieve
the trust among Collaborative IDSs (CIDSs) in industry 4.0 CPSs and

signature-based analysis has been presented to check the nodes in
industrial CPSs for compliance according to pre-defined rule sets.
Besides, anomaly-based analysis is further applied in (Althobaiti
etal., 2021)-(Hao et al., 2021) by employing statistical IDS solutions
to recognize the intrusions that are not yet covered by preset rules.
These IDS solutions are not tailored to any specific attack types, such
that a complex analysis of observed data is expected. It generates a
large number of false alarms with flagging normal traffic as mali-
cious, and sophisticated or complex attacks that are specifically
crafted can easily evade being identified as malicious. ii) Custom
IDSs: In (Wang et al., 2022a), a knowledge distillation model based
on triplet convolution neural network is proposed to improve the
model performance and greatly enhance the speed of anomaly
detection as well as reduce the complexity of the model for industrial
CPSs. A cognitive computing-based intrusion detection method
named border-line SMOTE is proposed in (Gao et al., 2022). By using
the specification rules and a lightweight neural network, the
communication overhead of IDSs is reduced. In (Alohali et al., 2022),
a weighted voting-based ensemble model is developed with using
recurrent neural network (RNN), bi-directional long short-term
memory (Bi-LSTM), and deep belief network (DBN) for intrusion
detection. Although IDSs in (Quincozes et al., 2021)-(Alohali et al.,
2022) are proved in detecting normal and abnormal traffic with high
accuracy and efficiency, the datasets adopted in the literature are
only appropriate for IDSs in the early stage, as the network traffic in
these datasets are classic and widespread but lack of specialization.
Most importantly, class-imbalanced problem commonly exists in the
well-known datasets of industrial CPSs, thereby the most
cutting-edge IDSs face a bottleneck in effectively detecting the
anomalies with sparse training samples. iii) Privacy IDSs: In (Khan
et al., 2021), a privacy-conserving intrusion detection framework is
proposed, employing data pre-processing for privacy and using a
particle swarm optimization-based probabilistic neural network for
effective detection of cyber-attacks. Another innovative approach is
presented in (Keshk et al., 2019) for privacy-preserving anomaly
detection in CPSs, by integrating a data pre-processing module for
privacy preservation with a Gaussian Mixture Model (GMM) and
Kalman Filter (KF) based anomaly detection module.
Privacy-preserving is essential to IDSs in industrial CPSs for safe-
guarding sensitive data and ensuring compliance with privacy reg-
ulations, while effectively detecting and mitigating cyber threats.
Despite its importance, the pursuit of comprehensive
privacy-preserving solutions for IDSs in industrial CPSs has seen
limited advancement, and the in-depth exploitation of privacy
preservation remains an open problem.

2.2. Synergistic approaches and collaborative IDSs

i) Federated Learning: In recent years, Federated Learning (FL)-based

solutions have been widely implemented in IDSs for industrial CPSs
(Belenguer et al., 2022). In (Tahir et al., 2021), a deep-federated
learning-based decentralized detection method using an attentive
aggregation is exploited, which is capable of parallel computing and

industrial IoT systems in (Rahman et al., 2022) and (Kumar et al.,
2021) respectively. The authors claim that the solutions can enhance
the credibility of CIDSs by enabling data accountability to prevent
against various inference attacks. However, the public blockchains
the CIDSs employ in (Rahman et al., 2022)-(Kumar et al., 2021)
ineluctably post several critical challenges, including the participa-
tion of adversaries in uploading and auditing sensitive information,
the high electrical resource requirements for mining blocks and
reaching network consensus, and the anonymity of validators that
increases the risk of collisions and 51% attack. Instead of using
public blockchain, permissioned blockchain-based hierarchical CIDS
solutions that maintains quick, secure, and accurate decision-making
for industrial CPSs are proposed in (Mansour, 2022)-(Aloqaily et al.,
2022). Unfortunately, the current CIDSs based on federated learning
and blockchain technology normally experience a degradation in
detection performance following arbitrary multi-model aggregation.
This can be attributed to the heterogeneous nature of datasets across
different industrial CPSs, resulting in inconsistent local and global
optima.

3. Background and preliminaries

In this section, the concepts considered in our work, i.e., GAN,
Wasserstein GAN (WGAN), EC-GAN, and DP are introduced in brief. The
mathematical notations and important parameters frequently used in
this paper are summarized in Table 1.

3.1. GAN, WGAN, and EC-GAN

GAN is a generative neural network that can learn the mapping from
a simple latent (or noise) distribution to an arbitrarily complex data

Table 1
Summary of notations and parameters.
Symbol Description
neN, keK Numbers of all and candidate providers
u, {v}f Cooperative service requester and providers
g, 9, GAN modules of service requester
¢, 0, 0 GAN modules’ weights of service requester
(2] 7] )i GAN modules of n/k-th service provider
(p/0/0) i GAN modules’ weights of n/k-th provider
beB Batch size of dataset sampling
{ ) }f ~p(S) Data samples from requester’s dataset
sb = (xb, yb) A data sample composed of data and a label
2z~ p(2) Random noise for GAN’s generators
{ P }E I Randomly generated labels
b
3= (xb‘lb) Synthetic data of requester’s generator
Ty, To, Ty, T Iterations of local training/global training
{ o) }B Error terms of n provider at t epoch
nt b
F§;",)/)°/l] Local logit vectors of n provider at t epoch
/)
Xiests Yiavel/ YRoF Hybrid testing data and respective labels
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Fig. 2. External classifier GAN model (Haque, 2020).

distribution to generate realistic data (Gui et al., 2021). Two models in
GAN are trained simultaneously, in which a generator ¢ attempts to
generate the synthetic samples approximating the real data distribution,
and a discriminator & estimates the probability that a sample comes
from the real dataset rather than the outputs of 2. Let p(z) be the input
noise distribution of & and p(x) be the real data distribution. GAN aims
at training ¥ and & to play the two-player minimax game with value
function 7°(¢, &) as Eq. (1):

minmax (%, 7) = Eypo[10g( 7(x)] + Ep log(1 — Z(%(2))] (1)
7 Z

To overcome the mode collapse and gradient loss problems of the
original GAN (Gui et al., 2021), WGAN (Wasserstein GAN, 2023) up-
grades GAN by using the Wasserstein distance as the objective function
instead of the Jensen-Shannon Divergence. It solves a different
two-player minimax game given by Eq. (2):
minmaxEepeo [fo (X)] = Esopin [fu (7(2))] ()]

2

where w represents the discriminator parameters or weights of WGAN,
and {f,(x)}, are a parameterized family of functions that are all
K-Lipschitz with respect to x for a Lipschitz constant K.

EC-GAN is a variant generative model that attaches an external
classifier to the original GAN to improve classification performance in
restricted, fully-supervised datasets (Haque, 2020). The model is
composed of three separate models, i.e., a generator %, a discriminator
7, and a classifier 7, as shown in Fig. 2. At every training iteration, 2
is given a noise vector z to generate the corresponding output Z(z),
while & is then updated to better distinguish between x and Z(z), and
the losses for & and Z are defined as Egs. (3) and (4):

L5 (%,2) =Lhee(Z(X),1) + Lhee(Z(Z(2)),0) 3
Lz () che(Q(?(x))ﬂl) (4)

where 7 ( @) is binary cross-entropy loss. The classifier # is trained
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for the supplementary training, which is the semi-supervised portion of
EC-GAN as { Z(2)}, have no associated labels. To create the respective
labels for { Z(z)},, a pseudo-labeling scheme is adopted in EC-GAN that
assumes a label based on the most likely class predicted by the current
state of the classifier #. A generated Z'(z) and the corresponding label
are only retained if the model # determines the class of the generated
Z(z) with a probability above the pseudo-labeling threshold 7 as
argmax( ¢(%(z)) > 7). The classifier #’s loss of EC-GAN can be calcu-
lated by Eq. (5):

L 0(6,3,2) = Zee 7(x).) + 1L €( 7 (), argmax( 7 (% (2))) > 1)

()

where Z.(®) is cross-entropy loss and A is the hyperparameter that
controls the relative importance of 2(z) compared to the conjugated
true data (x,y). Consequently, EC-GAN in (Haque, 2020) is demon-
strated effective to improve the classification performance in
low-sample, real-world datasets.

3.2. Differential privacy

DP constitutes a strong standard for guaranteeing the privacy of
dataset-aggregating algorithms, which is defined in terms of the
application-specific concepts of adjacent datasets (Dong et al., 2022).
Let S be a sensitive dataset to be published, and DP refers to the process
that S is modified using a randomized mechanism .7, such that the
output O of .# does not reveal the information about any particular
tuples in S. The formal definition of DP is detailed below.

Definition: ((¢, 6)-differential privacy (Bu et al., 2020)). If an (ran-
domized) algorithm ./ satisfies (¢, 5)-differential privacy, for any pair of

neighboring datasets S and S differing in at most one user’s one attribute
value, and for all sets of possible outputs O C Range(.#), we have:

Pri.#(S) € 0] < exp(e) o Pri.#(S) € O] + & (6)

where Pr| e | denotes the probability of an event, and (e, §)-differential pri-
vacy becomes e-differential privacy when 5 = 0.

Algorithmically, a common paradigm to approximate a deterministic
real-value function f : S—R with a differentially private mechanism is to
introduce independent Gaussian noise. This is known as the Gaussian
mechanism (Zhu et al., 2020).

Lemma: (Gaussian mechanism (Zhu et al.,, 2020)). As the

L2-sensitivity of f is determined as Af = max||f(S) — f (S) ||, over all pairs
53

of neighboring (S, 5), the Gaussian mechanism to provide (e, §)-differ-
ential privacy is defined by:

%teratively in Rarallel with Zina .st.al}dard fashion on a real data x and A(S) =F(S)+ ~ .17(0,62) 10
its corresponding label y before utilizing the generated outputs { Z(2)},
—> Senddata — — » Update weights Providers

————— » Send C,’s feedback for C
seeeee » Send Ds feedback for G
— - Send D;s feedback for D

—> Send data
— — > Update weights
----- » Send D feedback for G

Requester

CPS’s IDS

Sururel], 4

No;

Surure1], Ja

Fig. 3. Collaboration of PB-fdGAN: (a) Local Training for LDP-ecGAN; (b) Global Training via DFD collaboration scheme.
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where./'(0,6?) is the normal (Gaussian) distribution with mean 0, and o

is the standard deviation that is normally set to Af4 /2 log (%) /e.

The Gaussian mechanism is one of the widely-adopted randomiza-
tion mechanisms to achieve DP (Zhu et al., 2020). With using Egs. (6)
and (7), the Gaussian mechanism can protect the membership of a data
point in a dataset by associating the output of the data point with the
distribution that does not change too much if certain data are perturbed
or removed.

4. Collaboration in PB-fdGAN

For collectively building a secure and private-assured CIDS over
whole industrial CPSs, the collaboration of the proposed PB-fdGAN is
presented, the basic idea of which is updating the newly-designed LDP-
ecGAN in reference to our DFD collaboration scheme. The complete
workflow of a PB-fdGAN collaboration session can be described in two
processes: (i) local training for LDP-ecGAN inside of a random industrial
CPS (Fig. 3(a)); (ii) global training via the DFD collaboration scheme across
industrial CPSs (Fig. 3(b)). During the local training process, every CPS
leverages its local dataset to train its own LDP-ecGAN that integrates
with Wasserstein distance and label condition in a privacy-preserving
way. Once completing the local training, any collaboration-oriented
CPS, namely a cooperative service requester, can initiate the global
training process by networking with multiple peers, i.e., its corre-
sponding providers, to build a comprehensive IDS model based on the
DFD collaboration scheme.

Particularly, in the DFD collaboration scheme (Fig. 3(b)), there is one
cooperative service requester u and N corresponding providers {vn}flv .
The service requester and n-th provider v, are equipped with a local
dataset S and S, respectively, and the entire dataset is donated by
UN .S, US. A generator 7, a discriminator &7, and an external classifier
¢ are hosted in the requester with a privacy-preserving layer, while v,
operates its own discriminator &, and classifier ¢, for peer-to-peer
collaboration services. The weights of &, &, and ¢ are ¢, o, and 6
respectively, and locally renamed as ¢,,, @,, and 6, for the n-th provider.
The detailed procedures of the two processes are elaborated in the
following.

L
4

Generator

N

FC
Dt+LReLU

[ FC ]
Dt+LReLU

Dt+LReLU
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4.1. Local training for LDP-ecGAN

Here, the novel LDP-ecGAN model is designed for IDSs in industrial
CPSs. For generalization, a generic architecture of LDP-ecGAN is illus-
trated in Fig. 4. It should be noted that customized LDP-ecGAN models
can be employed for IDSs in industrial CPSs on demand. As shown in the
model, there are three main modules, i.e., the generator, discriminator,
and classifier, and each has an independent architecture as follows:

i) Generator Z(e): The generator hosts Fully-Connected (FC)
layers, Dropout (Dt) layers, and LeakyReLU (LReLU) activation
functions, and the FC layers are sorted from the smallest scale to
the largest along with the last FC layer that contains the equal
number of neurons as the dimension of input data. A randomly
sampled vector z ~ p(z) embedded with generated class infor-
mation [ (i.e., a certain class label) in the final dimension is
inputted to condition Z(e) to generate the data sample of a
certain class as X = Z(z|l) for semi-supervised learning.

ii) Wasserstein Discriminator 7 £ f,,( e ): The discriminator uses a
similar architecture to the generator, but lines up the FC combos
from the largest scale to the smallest with no Dt layer, and it ends
witha1l x 1 dimension FC layer to differentiate synthetic samples
from real data. f,,(x|y) = 1 and £, (X|l) = 1 indicate that the con-
dition inputs, including the real condition input (x,y) ~ p(S) and
the synthetic one (X, ), are both classified as real by f,(e).
Oppositely, the condition input is considered as fake when
fulxly) = 0 or £, (R]l) = 0.

iii) Classifier #’(e): The classifier is mainly composed of three
convolutional blocks, followed by two FC layers, a dropout layer,
and a softmax layer. Each convolutional block consists of a 1-
Dimensional Convolutional (Conv 1D) layer, a Batch Normali-
zation (BN) layer, and a max-pooling layer. The softmax layer is
exploited to map the nonnormalized output of # (e ) to a prob-
ability distribution over predicted classes (e.g., “Normal”, “DoS”,
“Injection”, etc.) in accordance withy = #'(x) ory = #(Z(2|0)).

The procedures of local training for LDP-ecGAN on the requester are
summarized in Algorithm 1, and are visualized in Fig. 3(a) (notice: the
analogical process of local training is applied on the providers, and has
to be omitted here for the page limit). In the beginning, the requester
initializes &, &, and ¢ with weights ¢, w, and 0 in the line 1. When
t1 < T,, where T, is the iterations of &, ¥ and 7 are trained firstly in

Classifier

A\
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Injection

|
|
|
|
|
|
|
|
|
|
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=
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1 |

o |
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Fig. 4. Generic architecture of LDP-ecGAN model.
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the lines 3-15 to generate practicable samples. In a loop (the lines 5-10),
Z is trained iteratively with {x®, y<b)}f and {z® }f, until t; > T,.
Specifically, when computing a &’s gradient with respect to a real
sample (x®,y®) and a random noise z®), the gradient is pruned by
injecting the well-designed Gaussian noise in the lines 7-8, ensuring that
the sensitivity is bounded by e. A &°s gradient for each b can be obtained
by Eq. (8):

g, (x®,y® 20) =, [, (xO[y®) — £, (2 (2% [y®) [y®)] (8)

where f,,( o) and Z( e ) are conditioned on auxiliary information, i.e., a
class label y®. In the line 9, the RMSProp( e ) (Wasserstein GAN, 2023)
is an optimization function that can adaptively adjust o, ( in t; epoch)
according to the magnitude of the gradient g,. The clip( e ) function (Xu
et al., 2019) is further adopted to guarantee that {f,}  are all K,-Lip-
schitz and act in a way to bound the gradient from each data in the line
10. Out of the loop, the average gradient of ¢ is calculated with regard

B
(b) 1(b) i i .
to {z ,1 }b:1 in the line 14 as Eq. (9):

5= ()

where f,(e) and Z( e ) are conditioned on a randomly generated label
I®), and then ¢,, is updated to ¢, by using the RMSProp( e ) with the
learning rate a, and the average gradient g, in the line 15. When
T, < t1 < Ty, the local training of the external classifier ¢ is performed

in the lines 16-24. In the line 20, every #’s gradient gy (x“’), y® z®)
l(”)) is computed for a pair of real samples (x),y®)) and synthetic data

<Z <z(b> ’l(b)> , l(b)> by minimizing the empirical loss function -’(6) as Eq.
(10):

@ (x(b) Ly, 20, l<”>> -V, { Lo €(x?),y®) + JCE< 7<g <z<b> ‘ 1<b>> >

argma (7 (2(20 1)) >7)]

(10)

where Z.(e) is cross-entropy loss, 7 is the pseudo-label threshold.
Similarly, in the lines 21-23, we clip the norm of each gy along with the
adding noise in order to protect the privacy and take a step in the
opposite direction of this average noisy gradient g, for updating 6;, to
0:,+1. The procedures above repeat iteratively until the desired level
convergence for ¢, w, and @ is achieved. The computational complexity
of Algorithm 1 primarily stems from its multi-layered loop structure and
can be quantitatively expressed as O(max(T,, Tp) x T,).

Algorithm 1 Local Training for LDP-ecGAN

Input: a,, a,, @y % Learning Rates of 2, & and 7
B % Batch Size of Data Sampling
Ty, To, Ty % Iterations of 2, 7 and #
6., 69 % Noise Scale of & and ¢
C,, Cyp % Norm Bounds of & and ¢
Output: Locally trained &, & and # with DP
Initialize ¢, w and 0 for ¥, & and ¢
fort; =1,2,...,T,,...,Ty do
if t; < T, then
fort, =1,2,...,T, do
Sample {z“’)}iI ~p(2)

Sample {Jc(I’J,y(b)})::1 ~p(S)

for each b, compute g, (x®),y® z®)) as Eq. (8)
88 (Zb&u (¢0,9,20) 1.1 (0,62C2))

: Wy 11y, + A © RMSProp(wy, ,8,)
10: @y, 1 <clip(@, 11, — Co,Cw)
11: end for

NI AN

el

(continued on next column)
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(continued)

Algorithm 1 Local Training for LDP-ecGAN

12: Sample {z(b)};j:l ~p(2)

13: Generate {l(b)}ﬂ randomly
b=1

14: Compute g4 according to Eq. (9)

15: §, 14, — ay » RMSProp (¢, &)

16: else

17: Sample {z(b)};j:l ~p(2)

18: Sample {x<b)4y[bl}b371 ~p(S)
B

. (b)
19: Generate {l }b:l randomly

20: for each b, compute g, (x(”).,y(”),z“” , l(’”) as Eq. (10)

-~ 1 ) .
21: &g (Zbgg (x(b)_’y(bﬁz(b),l(b)) + (o‘,ggcgl))

22: 0y 410, — @98y

23: 0y, 11 <clip(0 +1, — Cp,Cy)
24: end if

25: end for

Our method focuses on building the LDP-ecGAN model with Was-
serstein distance and label condition and enforcing LDP by injecting
well-designed Gaussian noise in updating the discriminator and classi-
fier. We aim to control the influence of the training data specifically in
the stochastic gradient descent computation by adding the noise into
each gradient with respect to the training data, computing the average of
these gradients, and clipping the bound norm of the average noisy
gradients. The weights of the discriminator and classifier can be shown
to guarantee DP with respect to the training data, and the privacy of the
data that have not been sampled for training is guaranteed naturally as
replacing these data does not cause any change in output distribution (i.
e., equivalent to the case ¢ = 0). The weights of the generator can also
guarantee DP with respect to the training data. This is because there is a
post-processing property of DP (Xu et al., 2019), which proves that any
mapping after a differentially private output does not invade privacy. It
is safe for the generator to generate data after the local training since the
mapping here is in fact the computation of weights of the generator and
the output is the differentially private weights of the discriminator.

4.2. Global training via DFD collaboration scheme

The DFD collaboration scheme is designed, with which each CPS can
build a comprehensive LDP-ecGAN model in a decentralized way by
initiating the federated knowledge distillation (Shen et al,
2020)-(Hardy et al., 2019) as a cooperative service requester to learn the
collective knowledge and insight of other LDP-ecGAN models from
various collaboration-oriented CPSs or cooperative service providers
without sharing an isomorphic neural network model. In the following,
the DFD collaboration scheme (as shown in Fig. 3(b)) is detailly
described in two global training phases, namely requester’s 2 global
training and requester’s & & ¢ global training.

Algorithm 2 Requester’s £ Global Training

1: repeat:

2: procedure Requester
4:forn=1,...,Ndo
5
6

: Sample {'zz(”)}il ~p(2)
1B
: Generate L, = {l“’) }b—1 randomly
- ) B
7: Send (X, = {Z(z“’)’l“’)) }b 1,LM) to Provider n
8: end for
P Y
9: Receive {{eﬁl‘) }b 1} from Provider n
=1J) n=1

10: for each ¢Ei) € ¢, do

(continued on next page)
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(continued)

Algorithm 2 Requester’s !

11: AgY) “NB an Z
) €Xn e

12: g0, g + Adam(Aq}t )
13: end for
14: end procedure
15: procedure Provider n
- B
16: Receive (Xpe,Lnc) = {i(b),l“”}b , from Requester
17:forb=1,....Bdo
18: Compute eSf,) according to Eq. (11)
19: end for

% Global Training

(b)
a(/)“

N

(=)}

B
20: Send {em}b L to Requester

21: end procedure
23: until ¢, is converged or + +t>T

The pseudo-code of the global training for the requester’s ¢ is pre-
sented in Algorithm 2, whose computational complexity is calculated as
O(T x (N + 1)), accounting for the iterations over T time steps and N
cooperative service providers, plus the additional service requester. For
every global iteration t, the requester’s 2 firstly produces a batch of

~ B
synthetic samples of size B, i.e., Xp; = { z (z(b> ‘l(l’)) }b E with randomly

B
generated labels L,; = {l(b)}bﬂ' Then, each provider in CPSs is sent

with (X nt,Lne) for the computation of the gradients of . The error terms

{ ﬁl”ﬁ }bi of the n-th provider can be calculated once receiving ()A(,,.[,Ln,t)
from the requester, as Eq. (11):
b) alOg("’"( ’l ))

= — 11
€nt %0 an

where ¥® is the b-th data of batch )A(M. When the requester obtains the

B N
error terms {{eﬁlb[) }b . } from all provides, the weight update of 7, i
= n=1

(b) (b) B B
e,Ap, = — W is deduced from all {{elbg}b . {e(;z}b,l’
B - ~ .
’{e’%‘)‘}b—l} as Apl) = LYW = eﬁf@gﬁ'j{, where Ap" is the i-th
- x X ¢

element of A¢,. After computing A(/}fi), the Adam optimizer, the most
common method to aggregate updates in parallel (Hardy et al.,

2019)-(Ramadevi et al., 2022), is adopted to update qﬂl as 45@1 =
¢§i> + Adam (Aqﬁ@). The iterative process is recited continuously until

¢,1 is converged or the maximum number of iterations is reached. For
the global training, the requester’s Z is updated using the providers’
{Zn}, and their local shares {S, },. Itis a 1-versus-N game, in which £ is
optimized to generate synthetic data considered as real by all the pro-
viders while every provider’s &, tries to differentiate the generated data
of & from the real data in {S,},.

For better understanding, the newly-defined notations related to
Algorithm 3 are explained. m € M = {“Normal”, "DoS”, "Injection”...} is
assumed to be an alphabet of M| labels under consideration. The func-

tion F(Gn,sn ) (or F(a),, sn )) is the logit vector normalized by the
softmax function, where 8, (or w,) and sn €8, are &,’s (or Z,’s)

weights and input respectively. The function /(e ) is the cross-
entropy loss that is used for both loss function and distillation regular—

izer. The term y, (or y,) is a weight parameter of 6 (or w). Fm . (or {F

[N t’

wmt}) is the local-average logit vector of 8, (or w,) at the t-th iteration
when the training sample belongs to the m-th (or {0,1}-th) ground truth
label, F" (or {I_T?, F'tl }) is the global-average logit vector that equals to
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the average of {F'Z:I}n (or {{an,t}n7 {

1
cntw it

F}Um[}n}). cntf , (or {cntgmt,

}) counts the number of the samples whose ground-truth labels

are m (or {0,1}). As shown in Algorithm 3, the global training on Re-
quester’s & & ¢ at every t-th epoch mainly contains the following steps:
Step 1: the n-th provider utilizes its local dataset S, to compute the
M
local-aggregate logit vectors {F(’,’i ‘[} of ¢, for every label m (m € M),
m

and counts the corresponding amount for each m into cntj] ,, as Egs. 12
and 13:

Fg:lm :Fg:lm + F(Qm s}lb)) 12)
cnty  =cnty  +1 13)

Apart from S,, a set of synthetic samples S,=

B

{§f,b) sV = {if,b), le’)}}b is generated as a supplement to calculate the
=1

local-aggregate logit vectors {an o F t} of 7, and the counts {cntg o

cnt}u"_t} for real and fake data by Eqs. 14 and 15:

b
F(})n.t Fru t+F(w"’ n ) P‘:x))n.t:Pgn,t +F(w"7 il)) (14)
cnt) =cntd ,+1,cnt),  =cnt) +1 s

Step 2: the n-th provider uploads its all local-average logit vectors

({ ot Font }, {Pf; t} ) calculated as Egs. 16 and 17:

F}!
F, ="t 1
Opt — Cnt’y': ( 6)

1
= an t T;l o Fwn t (17)
Tent® Ot centl

wn it Wn it

it

Then, the requester averages the uploaded local-average logit vectors
from all the providers separately for each label, and constructs the

zf?,n[ o zﬁinr

global-average logit vectors of all labels as F JF, = and

N
. Zﬁm
FT_ meM

Algorithm 3 Requester’s 7 & # Global Training

—_

. repeat:
: procedure Provider n
:fors,(f’) ( xP) y )ES do

w N

N

CFR < Fg o+ F(0s)), ent 4 =1

5:FL «Fp .+ F(w,.,si.h)), cnty, 4+ =1
6: end for
7: for §flb) ( ) S Sn do
8 F “M+F( ? ) ent) + =1
9: end for

, o, F!
10: F) < ! ont

F, ——
ont C”t(?; r, ont Cntﬂl,n_[

F}
: for each m, F ot

1 > Tt ct’"

—_

12: Send ({ ot mn[} {F’" } ) to Requester

13: end procedure
14: procedure Requester

15: Receive {{FO F wn }{Fgf}:}il
A S,

wn

161""0% :k

N
(continued on next page)
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(continued)

Algorithm 3 Requester’s & & # Global Training
Y /¥

17: for each m, F' <2 N

18: for each b, compute gy, (s®) by Eq. (18)

5®) by Eq. (19)

%) by Eq. (20)

5®) by Eq. (21)

) +./(0,03C31))

19: for each b, compute g,, (s®,
20: for each gy,, compute gy, (s'
21: for each g,,, compute g, (s®

22: gy, sz 2o, (s

5®) 5
Zb o (s®,5®) 1 17(0,62C21))
241 01 <@ — Apgu,s Ori1 <6 — AoZs,
25: end procedure
26: until w;,1,6,1 are convergedor + +t>T

23: g, <«

Step 3: As similar to Session IIL.A, the LDP technology is leveraged in

updating the requester’s & & 7. The gradient g, of Z per s®) € S and

the gradient g, of 7 for each (s ( ,5®)) are computed with using (I_T?,I_Ttl ,

{Fi"}m), as Egs. 18 and 19:

80 (") = Vo[ L e (F(0:5"),m) + 7L e (F(00,5") F,)] as)
12 (b) & ~(b)
g (s7,39) =V, jfe(F(“’rvs )11E1+Jce(F(wt;s )70)70
o (Lee(F(@e, s, F,) + ZLoo(F(wr,5"),F,))

(19)

Since there is no a priori bound on the size of the gradients, each g, and
8o, in L2-norm are clipped to gy, and g, with their clipping thresholds Cy
and C, as Egs. 20 and 21:

8o (s?) = &) (20)
max<1 o s >|2>
(b) <(b)

2 (0,50 = 88057 @1

oo (250
max <17 %

Step 4: In order to protect privacy, the requester adds the well-
designed Gaussian noise, i.e., .#'(0,63C3I) and .7°(0, 62C2I), t
each g and g,, when computing the average noisy gradients g, and
Zo,- At last, the weights w; and ; of 7 & ¢ are updated in the
opposite direction of g, and g, as w1 = Or — Apgw, and 011 = O —
g8, Similar to Algorithm 2, the computational complexity of this
process is also quantified as O(T x (N + 1)), which reflects the it-
erations over T time steps and operations involving N+ 1 cooperative
participants.

\mT

Random Model
gl,mTfl 62“7

Aggregation:

1,mT-2
gfmr

= 63,mT
Ot

N/—; e.mT

gk,m T-2

f(m-T
N
o™ " &

ak mT—-1 Hk mT
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The DFD collaboration scheme can enhance the classification per-
formance of the requester’s discriminator and classifier model since the
predictions of the providers’ models are able to give more helpful in-
formation (soft targets) than one-hot labels (hard targets) as a regular-
izer (Shen et al., 2020), which will be proved in Section 6 and the theory
analysis will be discussed in detail.

5. QoS-HLF framework
5.1. Problem statement

In light of the quest for enhanced performance, computational effi-
ciency, and addressing data heterogeneity, selectively aggregating
models based on specific criteria or performance indicators might be a
more ideal strategy. To empirically validate this assumption, a detailed
comparative analysis between FL-based and centralized Stochastic
Gradient Descent (SGD) models is undertaken, which focuses on two
distinct aggregation methods: random model aggregation and
performance-weighted aggregation. Since the performance is deter-
mined by the model weights obtained through training, comparing FL-
based with centralized SGD models involves quantifying the weight
differences between different models under the same initial conditions.

Taking the classifier weights of LDP-ecGAN, i.e., 6, as an example. To
determine 6, centralized SGD addresses the optimization challenge
through iterative updates. Let’s denote 6., as the weights following the
t-th update within a centralized framework. Accordingly, the update
process executed by centralized SGD can be elucidated by Eq. (22):

( ct— 1) Ocr 1*ﬂzxpacvec logfeE (x Oci 1)}
(22)

ec.t = ac,t—l - nvﬂcjce

Adhere to the previous assumption, there are N cooperative service
providers {v,l}ﬁ’ , with the n-th provider equipped with a local dataset S,,
where |S,| represents the size of its dataset. In the federated learning,
let’s consider that each cooperative service provider undertakes local
SGD operations autonomously on their respective datasets. During the
t-th iteration over S,, the operation executed by local SGD is illustrated
as shown in Eq. (23):

Ont =0nt1 — ﬂzxpenve,.

When synchronization occurs after every T steps, the weights of FL-
based model, i.e., LDP-ecGAN with DFD collaboration, after the m-th
synchronization, i.e., 61, can be derived as Eq. (24):

[log fa, (x, 6ne-1)] (23)

NSl
O mr = T (24)
=2 o
An example of the variation in the difference between 6.,y and 6y pr
is illustrated in Fig. 5. It’s noteworthy that the performance-weighted
aggregation can significantly mitigate the difference between 6, ,,r and
0 mr by excluding the providers v, and v,. This approach emphasizes the

Federated

: Provider V;
Learning Providor 1
—_— Centralized rovider v,
SGD ————= Provider V;
Performance-weighted Provider v,
Aggregation: Provider V;,
9/ (m-1)T 93,mT—2 3 mT—1 / 3 mT
NS>
6, ! ;mr
s — f.mT
/;
— s Hmr
Hk,mT72
k.mT-1 9]\',)117

Fig. 5. Weight differences between FL-based and centralized SGD models.
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Fig. 6. QoS-aware collaboration of PB-fdGAN.

integration of model updates based on their individual performance,
ensuring that more accurate and reliable models have a greater influ-
ence on the final aggregated model. It prevents the dilution of model
performance that can result from uniformly aggregating disparate up-
dates, some of which may stem from non-representative data or even
adversarial sources. Therefore, the QoS-HLF framework is crafted,
which incorporates an innovative QoS evaluation methodology to select
preferred intrusion detection models for performance-weighted aggre-
gation and constructs customized CCs to guarantee the reliable execu-
tion of DFD collaboration.

5.2. QoS evaluation methodology

According to Section 4.2, the collaboration with the assistance of
multiple CPSs can be modeled as a QoS-aware service composition
problem, called the QoS-aware collaboration of PB-fdGAN. Suppose that
an industrial CPS or the cooperative service requester decided to carry
out the global training to improve its IDS model through the use of local
datasets collected by third-party CPSs, i.e., the cooperative service
providers. The QoS-aware collaboration is illustrated in Fig. 6. The
requester decomposes the global training process into three works w;
(requester’s & global training), wo (requester’s & global training) and ws
(requester’s ¢ global training). First, the work w; is executed to collec-
tively train 7; if ¢ is not well-trained for semi-supervised learning, w; is
executed again; otherwise, wy and ws are performed simultaneously to
strengthen the classification performance of & & ¢ along with using
the synthetic samples of Z. Assume there are K candidate service pro-

viders V = {v }Ik(:p K < N. Each v could perform a work w; with various

plans {pl}j and have flexible QoSs, i.e., qx; = {qk,i.j}j, and q;j =

H;
{q,(:"i)j}h where h represents the h-th QoS attribute. An individual QoS

with a different plan towards a work requires a different cost, e.g., the
cost of gy ;; is cx ;. In practice, the service providers use dynamic pricing

Engineering Applications of Artificial Intelligence 135 (2024) 108862
strategies. The requester and providers require negotiation to reach an
agreement on QoSs and prices. For example, for a work w;, the service

H;
requester u proposes that the desire QoS is gqy; = {qff?}h and the

maximum price is c,;. Qualified providers propose that their QoSs are

H
{qk,i ;= {q’(‘h‘)f}h }kj, and the tender prices are {c; -j}kj' They can reach

QkijZquis

an agreement for the work w; as @; = {(u, Vi, Wi, Qk.ijs Cki j)

DD ki < cu_i}, and the actual cost is ¢; (c; = > > ckij)- A QOS gy
k j k j

satisfies the QoS constraints q,; (denoted by gy ;j>qu;), iif: Vh € [1,H;].

Qkij > Quis2n =1 25
{Qku < Quizn=0 25

where z;, = 1 if the h-th QoS attribute is a positive attribute, and z; = 0 if
the h-th QoS attribute is a negative attribute.

Normally, a service provider usually has many QoS attributes. As for
evaluating a service provider based on multiple QoS attributes, its QoS
must be transformed into a single value using the simple additive
weighting technique. The QoS of a service provider v, adopting a plan p;

for a work w; is qx;j = {q,(ji).j, q,(fi).j, q}ffj} that can be normalized as:

q(h) _ q(h)
kij imin (h) h)
q(h)ll (h) 2 =1A i max i qlg,min
imax ~ Yimin
(h) ) _ (h) (h)
”(qk.i\j) =N Dimax = ij _ (h) (h) (26)
q(h) (h) yZh = (U 9 max 7é qi,min
imax ~ Yimin

(h) (h)
1: qi,mu.x = qi.min

where qgﬁm and ql(_',?mx are the minimum and maximum values of the h-th
QoS attribute for the work w;. The QoS gy ;; can be transformed into a

single value for comparison as below:

Hi

n(qw) => (uh x n(qi’,?_j)) 27)

h=1

o(auis) =bx (n(axs) )d (28)

where 1, is the parameter that represents the service requester’s priority
for the h-th QoS attribute (Z’;‘:lyh = 1), b and d are the coefficients. A
higher QoS brings more benefits to the requester. However, a higher QoS
may require a higher price. For any work in the QoS-aware collabora-
tion, the utility of the requester is considered as the difference between
the service QoS valuation and the amount of money it spends. The utility
function of the requester to reach an agreement g; on a work w; with the
widest possible diversity of the service providers can be defined as
follows:

W (a)= kajax (0 (qk.i,j) - Ck,ij) (29)

Such that, the objective of the service requester is to reach an
agreement for all works to achieve an optimization goal (e.g., utility
maximization) as follows:

Maximize 7/ (A) = Z 7 (a;)

(30)
s.t. Va #@and ZC" < budget

Actually, the cooperative service requester and providers are
autonomous and self-interested. Even if they have reached an agree-
ment, they may gain more utility than usual from falsification. Two
critical problems have to be addressed to achieve the utility
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Fig. 7. Proposed QoS-HLF framework.

maximization; i) when the service providers change dynamically, how does
the requester find and reach an agreement with other cost-efficient substitutes
at runtime? ii) when there is no trusted central organization, how do the
service requesters and providers implement their agreements? Thus, in this
paper, the QoS-HLF Framework is crafted to solve the two mentioned
problems.

start

install

update
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5.3. QoS-HLF framework

Our proposed QoS-HLF framework is designed based on a permis-
sioned Distributed Ledger Technology (DLT), i.e., HyperLedger Fabric or
HLF. It is a platform for distributed ledger solutions, underpinned by a
modular architecture delivering high degrees of confidentiality, resil-
iency, flexibility, and scalability (Hyperledger Fabric, 2023). The rea-
sons why HLF is adopted in the proposed framework are because i) there
is no Power of Work (PoW) and crypto mining algorithm in HLF, hence
the transaction throughput is several times those of public blockchains
(e.g., Bitcoin and Ethereum) (Mothukuri et al., 2021); ii) the CCs of HLF,
which handle business logic agreed to by HLF members, run with the
properties of multithreaded communication and synchronization, so
that a CC can be invoked to update or query the Distributed Ledger (DL)
of HLF in a proposal transaction even if other CCs have not completed;
iii) the execution results of CCs are still voted on before they are added
into the DLs.

The proposed QoS-HLF framework is shown in Fig. 7. In the frame-
work, there are two types of nodes. peer: the nodes are connected with
each other creating a DLT network, which utilizes CCs to initialize and
manage the DL states through the transactions submitted by applica-
tions; orderer: the nodes that provide the consensus service. The peer
nodes cannot generate blocks. They need to submit the data to the
orderer nodes, and then the orderer nodes generate a sequence of or-
dered blocks and deliver the blocks to all peer nodes. Each peer node
independently adds the blocks into the respective DL, but in exactly the
same way as every other peer node. By this means, all the DLs can be
kept consistent. A CC is a set of program codes that run on the peer nodes
of the DLT network and its execution results can be added into the
corresponding DL. For providing an efficient sharing of infrastructure
while maintaining data and communication privacy, channels are
created among peer nodes, and the service requester can separate the
work traffic with different service providers into different channels. An
individual channel with its own CCs and DL is a private “subnet” of
communication between two or more specific nodes, and the dissemi-
nation of data, which includes the information of transactions, ledger
state, and channel membership, is restricted to the permissioned peers in
the channel.

do the selected
providers satisfy the
QoS requested?
F

end

T
is the task
completed?

—~

publish respond

the valid
time is up?

reach an i &
i
agreement? !

key=request , values={issuer : u, QoS: 9..; , peak price: C,; , }‘ i
model: @ (or @& 6), data:{ X, ¥} (0rX,,)} '

values =

key=respond, [{provider:V,, models: {wk,,.y_,.}‘,. (or {ek,i,_/}j), costs:{ck’,.vj}j}, e }4 __________ i
{provider:Vk, models:1@ ; ;}; (or {6k} )), costs: Creashis
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(2

Fig. 8. QoS-Aware collaboration in HLF-QoS framework.
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Fig. 7 also presents an example of the QoS-aware collaboration on
the QoS-HLF framework. A collaboration-oriented CPS or the service
requester creates and deploys an individual CC for each decomposed
work within a separate channel on a peer node. For each work, the
requester invokes the corresponding CC to publish its requests (e.g., the
QoS, service price, etc.), and the copies of the CC are propagated within
the channel and run on the nodes the service providers can interact with.
The service providers read the requests, and subsequently write their
responses into the copies of the CC. If there are one or more providers
whose responses can satisfy the request, the CC automatically chooses
the providers with superior QoSs and lower prices according to the
predefined selection & pricing objective as Eq. (30), and creates an
agreement with the selected providers for executing the global training
process.

In the QoS-HLF framework, the service requester creates and utilizes
an individual CC for each decomposed work of the global training pro-
cess. Every CC has the functions: init, publish, respond, evaluate,
execute, and update, but the functions with the same name differ in the
implementation for different works. For a work w;, an instance of the
lifecycle of a CC and the CC recording the critical information into an
asset of the DL are shown in Fig. 8, as follows:

i) init(): For a work w;, the service requester u uses the install
command to deploy an elaborate CC on the QoS-HLF framework
and invokes the init function to initialize the CC.

publish(u, Gui, Cui, {Xeest, Yiavel} (07 Xiest), ¢ (or 0 & 6)): The
requester u invokes the publish function to propose its requests,
mainly including the expected QoS gy ;, the maximum price c,;,
the testing samples {Xest, Yigper } for ¢ and o (or X for 6), and the
initial model ¢ (or w & 0), into a newly-created asset for regis-
tering the critical information of w;, and sets a valid time for the
requests. Specifically, X, is combined with real data and syn-
thetic samples, Y is the labels of Xy, and q,; is composed of
the recognition criteria, such as Precision, Recall, F1-Score, and
False Alarm Rate.

respond({ck.i j }j, {@n; }j <0r {6k };)> In the valid time, a candi-
date service provider v invokes the respond function with
providing multifarious local models {wy; }]. (or {6k, }j) and costs

ii)

iii)

{ex; J}j for different plans {pj}j. The response results will be
recorded in the asset for service provider selection.

evaluate(Ygor (Or Yigse)): If the valid time is up, the CC auto-
matically checks whether there are satisfactory responses from
the service providers. If yes, the evaluate function is invoked. For
every Vi, given the testing results Yror for {Xiest, Yigper} (OT Yigper for

—

iv

Xiest), the QoSs {qk,l— j} can be simply obtained by using < {Xies,
j

Yigvei}, Yror > (Or <Xiest; Yigper >) to test vi’s local model. An
agreement g; with maximum ?7/(a;) is attained after computing
and evaluating the measurements for provider competition based
on Egs. (25)-(29), so as to include as much the service providers
holding superior QoSs and competitive prices as possible. After
that, the testing results, computed QoSs, and agreement are listed
into the asset for reference.

execute({{f(”),lw}:}kv {{e;(l,’t)}f}k’ e (or{ FZLI}Z}M oc&

{F‘O 7

Wyt Wt

—

v

}k,wt> ) : The requester invokes the execute function to

implement the agreement with the selected providers. To be
specific, for wo (or ws), the execute function acquires the local-

. =m M =0 =l
average logit vectors {{Fg’l"t}m}k (or {F“’k“’F"’k"}k) from all
selected providers at epoch t. When receiving enough feedbacks,
—m M
the execute function forwards the received {{FZ; t} } (or
“ImJk
{FoFe

- wk-t}k) to the service requester to update 6, (or w,) and
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Table 2

Summary of simulation parameters.
Parameters Values
Method of Cryptography EC-DSA
Hash Function SHA256
Learning Rate, ay/,/o 5x 1074
Prune Constant, C,, Cy 0.01
Local Iterations, Tiy .. [50, 5, 100]
Global Iterations, T T =Ty =Ty/2
Latent Dimension, dim (z) 24
Batch Size of Sampling, B B =S|/T
Unsupervised Loss-Weight, 4 0.1
Pseudo-Label Threshold, ¢ 0.7
DP Noise Scale, (e, &) 6,1x 107%)

logs them into the asset for reference. For w;, after distributing

B
the generated {{i(b)7l(l’)}b }k to all selected providers, the ser-

vice requester’s ¢, at epoch t is updated based on the received

B
{ {e,((bt) }b }k. Simultaneously the related parameters are sent to the

execute function and logged into the asset for audit. Once ¢, (or 6;
& wy) is converged or the maximum epoch is reached, the CC
automatically pays each selected provider vy the promised money
Ck.i Jt
update(): During the runtime of the execute function, if the CC
detects that any selected provider is no longer available or failed
to keep its QoS, the update function is automatically invoked
enabling the service requester and qualified providers to propose
a new request and responses and further reach a new agreement.
For the QoS-HLF framework, the requests, responses, and digital
signatures from the service requesters and providers are submitted to the
orderer nodes that provide a consensus service. The digital signatures
ensure that the service requesters and providers cannot deny the re-
quests and responses they proposed while any service requester or
provider cannot falsify other peers’ requests and responses. The
consensus service ensures the consistency of the requests and responses
on all peer nodes. Moreover, any agreements the service requester and
multiple providers reach are implemented via the corresponding CCs,
which can determine the real QoSs of the service providers to prevent
dishonest ones from exaggerating the performance of their models, log
all critical service information for audit, and automatically transfer the
promised money to the service providers. Further, the sensitive infor-
mation for a work/service, i.e., testing samples and results, model
weights, and service prices, are only reachable for the authenticated and
authorized participants in an isolated channel, and the LDP is enforced
to all public models as discussed in Section 4. Therefore, the proposed
QoS-HLF framework can not only assure the security and privacy of
collaboration but also is resistant to poisoning and inference attacks for
IDSs in industrial CPSs.

vi

-

6. Performance evaluation

In this section, a comprehensive evaluation on the performance of
our proposed PB-fdGAN is presented. The effectiveness of LDP-ecGAN
mode, the DFD collaboration scheme, and QoS-HLF framework are
firstly discussed, followed by the comparison of PB-fdGAN against the
other state-of-the-art IDS solutions. For the page limit, the security
analysis about the embedded LDP and QoS-HLF framework has to be
shortly discussed in the last paragraphs of Sections 4.1, 5.3, and 6.4.

6.1. Simulation environment

Our experiments are conducted in a local Fabric network with the
structure as presented in Fig. 7, including 3 orderer nodes and 5 peer
nodes in an organization. Every two or three of them join a single
channel. Each node is implemented as a Docker container in an
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Table 3

WSTS results in effectiveness.
IDS Solutions Precision Recall F1-Score FAR
i) Without Local Differential Privacy
CNN 95.29 94.69 94.88 5.33
ecGAN 96.49 95.46 95.80 3.26
DFD Collab. 97.21 96.89 96.93 2.82
PB-fdGAN 99.00 98.99 98.97 0.79
ii) With Local Differential Privacy
CNN 93.25 93.33 93.14 7.90
LDP-ecGAN 95.68 94.10 94.67 4.62
DFD Collab. 96.36 95.68 95.87 3.32
PB-fdGAN 98.16 97.97 97.99 1.47

CNN Il LDP-ecGAN DFD Collab. Il PB-fdGAN
T T

100 1 1

F1-Score (%)

DOS

MEFCI MSCI MPCI
Types of Rare (Attack) Classes

NMRI

Fig. 9. F1-Score of different types of rare classes with LDP under WSTS.

independent physical server with a 2.60 GHz Intel(R) Xeon(R) CPU E5-
2650 v2 and 8 GB of RAM, and each server runs Ubuntu 16.04 TLS with
Hyperledger Fabric 2.0 and Tensorflow-CPU 2.7.0 installed. All physical
servers are connected to the Fabric network using Docker Swarm
through a 2000 Mbps Ethernet switch. The CCs are written in the lan-
guage Go, and the language Node.js is used for CCs creation, deploy-
ment, and invocation. The scenario parameters are summarized in
Table 2, in which the key experimental parameters will be discussed
further in Section 6.4.

In the experiment, a real data resource, i.e., Water Storage Tank
System (WSTS, one significant example of industrial CPSs) dataset (In-
dustrial Control System (ICS), 2023) is adopted, which acts as not only a
reliable tested dataset for intrusion detection experiments in industrial
CPSs but also valuable information about the condition that takes place
on a singling level when the different types of attacks occur on a real
cyber-physical system. Each packet in the WSTS dataset collection is
comprised of a vector of 23 attributes with the last attribute being the
corresponding class or label. Every label determines the packet without
any attack (“Benign” (73%)) or one type of attacks, i.e., “CMRI (5.5%)”,
“DOS (0.5%)”, “MFCI (0.6%)”, “MSCI (0.7%)”, “MPCI (1.5%)”, “NMRI
(3.6%)”, and “Reconnaissance (14.6%)”. Notably, the classes, i.e., DOS,
MEFCI, MSCI, MPCI, and NMRI, comprise less than 4% of the WSTS
dataset each, and thus categorized as “rare classes”. This categorization
underscores a considerable class imbalance, presenting unique chal-
lenges for IDSs in industrial CPSs. It necessitates a more targeted analysis
of these rare classes to effectively address these challenges.

To extend the analysis and enhance the detection of a wider array of
network intrusion attacks, the Aegean WiFi Intrusion Dataset (AWID)
(Chatzoglou et al., 2021) is also employed to further affirm the efficacy
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CNN Il LDP-ecGAN

DFD Collab. Il PB-fdAGAN

90F -

80

Jaccard Coefficients (%)

50F-

40

Normal Flooding Impersonation

Types of AWID Classes

Injection

Fig. 10. F1-Score of different Jaccard coefficients with LDP under AWID.

of our proposed PB-fdGAN. AWID’s category distribution consists of
Normal (91%), Flooding (3.6%), Impersonation (2.7%), and Injection
(2.7%). These figures indicate a similar sparsity in attack types as seen in
WSTS, with attack categories constituting less than 4% of the total
dataset. In the simulation experiments, both the WSTS and AWID
datasets are segmented into 80% for training and 20% for testing. The
training datasets are distributed equally among five different peer nodes
within an industrial CPS, fostering a collaborative training environment
for the intrusion detection system. The evaluation of the models is
uniformly carried out using the same test datasets, with the effectiveness
of the trained models being assessed by averaging their performance
metrics across all scenarios, thereby ensuring a comprehensive evalua-
tion of the proposed PB-fdGAN.

6.2. Effectiveness evaluation

In order to demonstrate the effectiveness of our PB-fdGAN, we
monitor the performance among the Convolutional Neural Networks
(CNN) with no proposed enhancement, the LDP-ecGAN model with
progressively enhanced generative capabilities, the DFD collaboration
scheme with an arbitrarily-aggregated model, and the proposed PB-
fdGAN with our composite contributions. The results are presented
under two different scenarios, i.e., with or without LDP technology, and
the comparison is carried out in terms of Precision, Recall, F1-Score, and
False Alarm Rate (FAR) in Table 3. In both situations (i.e., w or w/o LDP),
the Precision, Recall, F1-Score, and FAR of PB-fdGAN are the most ad-
vantageous, and those of the DFD collaboration and LDP-ecGAN reach
significant increments than those of CNN. Furthermore, Fig. 9 shows the
comparison among the different IDS solutions for the rare classes, in
which F1-Score is adopted since the metric is the harmonic mean and can
symmetrically represent both Precision and Recall in one measurement. It
is obvious that the F1-Score for the rare classes, i.e., DOS, MFCI, MSCI,
MPCI, and NMRI, gets evident improvement when adopting the contri-
butions in this paper, and the proposed PB-fdGAN achieves the highest
values of F1-Score and the best performance on the minority classes.

Additionally, the AWID dataset is utilized to conduct a comparative
experiment among CNN, LDP-ecGAN, DFD Collaboration, and PB-
fdGAN. This evaluation is specifically designed to analyze and validate
the effectiveness of these IDS solutions against a diverse spectrum of
network intrusion attacks. The Jaccard coefficients ({J;};, where J; is
calculated for each attack category) serve as a metric to assess the
classification performance of IDS solutions in detecting various types of
attacks. For each category within the AWID dataset, its Jaccard coeffi-
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Fig. 11. Comparison among three IDS solutions under WSTS: (a) Precision, (b) Recall, (c) FAR, and (d) F1-Score among three IDS solutions.

Table 4

Comparison among three IDS solutions under AWID.
IDS Solutions DL-GAN MD-BiGAN PB-fdGAN
Jnormar (%) 96.80 98.11 99.41
Jftooding (%) 54.28 74.35 88.23
Jimpersonation (%0) 96.39 82.97 98.04
Jinjection (%0) 95.65 96.62 97.98

cient relative to the entire dataset is calculated to measure the accuracy
and robustness of IDS solutions to the corresponding attack category. A
higher Jaccard coefficient for a specific attack type signifies that the IDS
solution is particularly effective at identifying that kind of threat. The
comparative results, illustrated in Fig. 10, show a clear progressive
improvement from CNN through to PB-fdGAN, with PB-fdGAN
achieving the highest performance metrics across all categories.
Notably, PB-fdGAN demonstrates significant enhancements in detecting
sparse attack categories, i.e., Jaooding, Jinjection> aNd Jimpersonation, under-
scoring its advanced capability in identifying these challenging types of
threats.

The aforementioned results can be attributed to the advantages
gained through our innovations. Specifically, the LDP-ecGAN model, a
core component of PB-fdGAN, enhances the generation of useable data,
effectively addressing the issue of data imbalance previously observed in
both the WSTS and AWID datasets. Furthermore, the DFD collaboration
scheme is designed in PB-fdGAN enabling multiple industrial CPSs to
collectively build a comprehensive intrusion detection model without
exchanging their sub-network flows and an isomorphic neural network
model. This is complemented by the QoS-HLF framework, which im-
plements a performance-weighted aggregation approach to identify and
select the most effective intrusion detection models based on their per-
formance and robustness metrics. Consequently, the efficacy of PB-
fdGAN is not only evident in the enhanced performance of intrusion
detection but also in the substantial reduction of class imbalance, pri-
vacy gap, model homogenization, and arbitrary aggregation.

6.3. Performance comparison

Here, two representatives, i.e., Deep Learning (DL)-GAN (Zhao et al.,
2022) and MD-BiGAN (Wang et al., 2022b), are compared with the
proposed PB-fdGAN, analyzing their performance on both the WSTS and
AWID datasets. They independently follow GAN application and feder-
ated learning for IDSs and show very competitive performance in recent
literature. For the former, DL-GAN incorporates an advanced discrimi-
nator to create practical attack samples that boost detection capabilities.
The latter combines BiGAN model with MD-GAN framework to jointly
train an efficient intrusion detection model, aiming to improve the
classification performance. It should be noted that we do not directly
cite the results from Refs (Zhao et al., 2022)-(Wang et al., 2022b);
instead, we have implemented these IDS solutions and conducted ex-
periments within our simulations.
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Table 5

Comparison of Precision, Recall, F1-Score, and FAR of existing IDSs.
IDS Implementation Precision  Recall  F1- FAR

Score

i) Without any Mechanism
GHSOM (Liang et al., 2021) 96.17 96.11 95.99 5.48
Hypothesis Testing (Khan et al., 2022) 94.28 94.00 93.96 7.15
Dolphine + SVM (Gao et al., 2022) 95.99 95.97 95.87 5.59
Markov Model (Alohali et al., 2022) 91.33 93.17 92.00 10.40
ii) With Auxiliary Mechanism
GHSOM + MOEA (Liang et al., 2020) 97.44 97.03 97.01 2.72
t-test + Bayesian (Hao et al., 2021) 96.46 96.18 96.08 5.42
ADMM + ERM (Belenguer et al., 2022) 98.42 98.28 98.30 1.28
Proposed PB-fdGAN 99.00 98.99 98.97 0.79

Fig. 11(a-c) illustrates the comparison results under the WSTS
dataset, showing that the Precision, Recall, and FAR of the proposed PB-
fdGAN outperforms those of DL-GAN (Zhao et al., 2022) and MD-BiGAN
(Wang et al., 2022b), as the training epochs (T) increase from 10 to 50.
Similarly, Fig. 11(d) indicates the F1-Score of PB-fdGAN surpasses that of
the two compared IDS solutions. Apart from that, the comparison results
under the AWID dataset are shown in Table 4, which displays the Jac-
card coefficients comparisons for three different IDS solutions across
various attack types. According to Table 4, the proposed PB-fdGAN
demonstrates superior Jaccard coefficients against various attack types
compared to the two other IDS solutions, particularly excelling in
detecting sparse attack classes such as Jfooding> Jinj , and Jimper

This superior performance of the proposed PB-fdGAN primarily
stems from the innovative LDP-ecGAN model, which serves not only as a
classifier—utilizing a deep learning network to distinguish between
attack and normal flows—but also as a generator, creating synthetic
samples to bolster classification of rare classes. Most notably, PB-fdGAN
incorporates the DFD collaboration scheme and QoS-HLF framework to
comprehensively train the IDS model across the entired industrial CPSs.
In contrast, DL-GAN lacks any collaboration mechanism to address is-
sues like data imbalance situations found in datasets such as WSTS and
AWID. Meanwhile, the collaboration in MD-BiGAN is limited to a uni-
directional flow from the multiple generators and encoders to the central
discriminator. Consequently, the proposed PB-fdGAN has better per-
formance than the two representatives in terms of Precision, Recall, F1-
Score, and FAR.

Additionally, the comparison among the existing IDSs in industrial
CPSs is provided in Table 5, which is divided into two parts: the IDSs
with and without auxiliary mechanisms. According to these compari-
sons, the proposed IDS solution, i.e., PB-fdGAN, reaches the highest
values of Precision, Recall, and F1-Score while securing the lowest FAR
compared with other prevailing IDS solutions. Therefore, the perfor-
mance of our proposed PB-fdGAN has demonstrated superiorities over
the state-of-art IDS solutions in industrial CPSs.
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6.4. Discuss of important parameters

In order to apply LDP technology to the proposed PB-fdGAN, ex-
periments with the most common Gaussian noise and Laplace noise
(Muthukrishnan et al., 2023) types are conducted to investigate the
impact of different noises on the performance of the proposed IDS so-
lution. Gaussian noise is imposed with zero mean (no bias) and multiple
values of standard deviation ¢ resulting in (¢, §)-differential privacy, in

which ¢ is calculated by , /2 log <%> /e. The Laplace noise is primarily

influenced by the privacy budget ¢, which represents the degree of pri-
vacy leakage. Different types of noise and the noise scales can affect the
Precision, Recall, F1-Score, and FAR of PB-fdGAN. Take Gassian noise
scales as an example, keeping & fixed (5 is usually set as 107> and has a
tiny impact on the detection performance (Bu et al., 2020)), the Preci-
sion, Recall, and F1-Score decrease, and the FAR rises if we set an inap-
propriate e. On the contrary, when ¢ is assigned with a proper value, the
Precision, Recall, and F1-Score increase while a lower FAD is observed.
Hence, it is important to find an appropriate (¢, §) for PB-fdGAN.

The impact of different noise types on the performance of PB-fdGAN
is shown in Fig. 12. An analysis of the vertical comparison between
Fig. 12(a) and (b) intuitively reveals that when § = 105 Gaussian noise
has the least impact on PB-fdGAN, regardless of the dataset used.
Furthermore, a horizontal comparison between Fig. 12(a) and (c) in-
dicates that the performance of PB-fdGAN with Gaussian noise scaled by
(e ~{1,9},6=1x1079) is superior to that with Laplace noise scaled by
e ~ {0.3, 8}, making Gaussian noise the more suitable choice for
implementing LDP technology.

Upon selecting the Gaussian noise, it is essential to delve into the
influence of different noise scales and scale parameters. The curves of
Receiver Operation Characteristic (ROC), mirror ROC, and Precision for
various (e, §) pairs are recorded to reflect the performance of PB-fdGAN
in different Gaussian noise levels, which are created by plotting True
Positive Rate (TPR), True Negative Rate (TNR), False Positive Rate (FPR) at

various threshold setting, as shown in Fig. 13. In Fig. 13, 3 different
vectors, including (1, 1073), (6, 107°), and (7, 107), are assigned to (e,
8) to manifest the performance of PB-f{dGAN. Compare with the other
two (e, 8) pairs, the model adopting (6, 107°) as the noise scale gains a
bigger Area Under ROC Curve (AUC). Moreover, PB-fdGAN achieves the
highest values of Precision for ¢ = 6 and § = 10~°. In other words, the
noise scale (6, 107°) is regarded as a suitable vector for (e, 5).

7. Conclusions and future work

In this article, PB-fdGAN is proposed as a secure and private-assured
solution for CIDS in industrial CPSs. Firstly, the novel LDP-ecGAN is
developed with leveraging Wasserstein distance and label condition to
improve the capabilities of generation and intrusion detection, while
using LDP technique to prevent privacy leakage. Additionally, the DFD
collaboration scheme is designed, enabling multiple LDP-ecGANs of
industrial CPSs to collaboratively build a comprehensive intrusion
detection model without exchanging sub-network flows and sharing an
isomorphic neural network model. Moreover, the QoS-HLF framework is
crafted, which introduces an innovative QoS evaluation methodology to
select preferred intrusion detection models for performance-weighted
aggregation and constructs customized CCs to guarantee the reliable
execution of the DFD collaboration against poisoning and membership
inference attacks. The in-depth theory analysis is conducted to manifest
the security requirements that our PB-fdGAN satisfies, while extensive
experimental validation on real-world industrial CPS datasets reveals
the superiority of PB-fdGAN over existing state-of-the-art IDS solutions,
showecasing significant improvements in Jaccard coefficients, Precision,
Recall, F1-Score, and reduction in FAR. Notably, PB-fdGAN demonstrates
exceptional efficacy in detecting sparse and challenging attack cate-
gories, which are often overlooked by conventional methods. The pri-
mary advantage of the PB-fdGAN is its applicability in diverse and
challenging environments where data privacy and robust intrusion
detection are paramount. This versatility makes it especially suitable for
other scenarios such as smart grid systems, autonomous vehicular
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networks, and IoT devices in smart cities, where similar privacy and
security challenges exist. The adaptability of PB-fdGAN to different in-
dustrial settings and its ability to maintain high detection accuracy
while ensuring data confidentiality suggest its potential as a founda-
tional technology for future resilient CPSs security frameworks.

The scalability and node quantity aspects of this research encounter
limitations due to the modest scope of the initial experiments, which are
constrained by the availability of resources and aimed primarily at
validating the proposed methodologies rather than assessing large-scale
system performance. Future research will be directed towards
improving model efficiency and scalability, expanding the experimental
framework to accommodate a larger number of nodes, and assessing the
system’s performance under large-scale conditions. Additionally, there
is a commitment to enhancing the robustness of the models against
evolving cyber threats and refining the QoS evaluation metrics to adapt
to the dynamic and complex nature of industrial environments.
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